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Pre-Call Imposter Detection

The Investigator Pre-Call Imposter Detection module provides pre-call imposter screening.
When an inmate initiates a call attempt, the Pre-Call Imposter Detection module compares
likely imposters against the voice being provided at the time of the call initiation. Instead
of the conventional approach of comparing the inmate voice against a previously recorded
sample of the inmate voice, it utilizes its imposter detection system fo see if an imposter is
trying to make the call and alerts the facility of which inmate imposter is trying to defeat
the system.

Voice-Biomeftrics Enhanced Link Analysis

The Investigators QuickFind tool results take into account all the intelligence the system
has acquired and returns it in easy to understand statements, Each statement represents
types of calls the inmate has made or information that associates that inmate with other
inmates and their outside called parties.

Categories of calls the investigator can quickly search on are:
e Completed calls made by that inmate PIN

e Any calls where a 3 way call has been detected (a means to hide contact with an
unknown called party)

e Calls when the inmate used another inmate PIN (an attempft to hide the inmate
identity)

e Calls made where other inmates have used this inmate’s PIN (an attempt to hide their
identity)
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Other Investigator System Reports
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The Investigator features a number of different system reports that assists the facility
investigator in focusing the attention on the most valuable calls to investigate. For
investigators, the reports include: enrollment reports, pre-call imposter reports, high-value
target calls for review, high-interest-group activity, and a variety of other reports that show
frequent abusers of accounts, accounts being abused, and involved called parties. For
leadership, the Investigator includes Management Reports to track product usage, ensure
user accountability, and provide instant access to any case or inmate-sensitive call
activity.

For brevity, a small sample of these reports and search screens are provided below.

Investigators are able to quickly search for all calls with suspected of PIN abuse, by calls
using a specific inmate’s voice, or any other number of search criteria, as shown below:
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Highintere& Groug: High Profil [l

Parameter: Reason ftex]

Highinterest Group: Parole A
Parameter: Hame [text]

A sampling of the structure of High Interest Groups, or HIG's, in the [nvestigatar Pro system.

Sampling of the High Interest Groups (HIGs) in the Investigator Pro system
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Automatic reporting on High Target Calls for Review
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Management Reporting

(21) Visitation phone recording

The Enforcer is capable of extending ITS functionality to visitation phones as well, such as
PINs, optional voice biometric authentication, recording, and reporting. This capability is
in place at several customers today.
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(22)

(23)

This feature is available through negotiation. Important scope of services parameters
include the number of sites, use of voice biometrics, and especially wiring needs (based
on sites) from visitation phones back to telco rooms.

Contraband Cell phone detection

CenturyLink has provided a number of cell phone detection and confrol options in its
response to 3.11.1.5. All options are provided through a third party provider and require
discussion about NDOC’s requirements and scope. Each option’s impact to the financial
offer is discussed in Attachment P — Cost/Commission Proposal.

PREA Pro™ Reporting Tool

Provided through Argus Correctional Solutions, PREA Pro is powetful software for

managing PREA compliance.

The core of the software is event management, which provides the Department with the
ability to create an unlimited number of events. Most important, the creation of events

follows the natural workflow of the user.

The user is only presented with the fields and controls that are relevant to the type of
event that he/she is creating. Additionally, the accuracy of user input is enhanced by
providing definitions of sexual violence within the event interface, assisting the users in
pinpointing the correct classifications for the event. The user is also presented with auto-
fill fields, minimizing mistakes, while making their workflow smoother and easier to

accomplish.

Subject Management

PREA Pro also provides intuitive
management of the maturity of the event,
tracking the date and time the event was
added and its time in process, all with an
easy to read and understand color
scheme (event in process, becoming
due, past due).

Additionally, the system provides the
ability to add pictures, video, documents,
and other electronic files to the event as
well as the ability to link to subjects and
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events with a simple click of a button.

The system offers facility administrators a unique and easy to use subject management
module. With the ability to manage an unlimited number of subjects, facility administrators
now have the tools to manage their investigations.

Facility administrators now have the ability to link victims/perpetrators to organizations or
other people all through the click of a mouse.

The system also has the ability to import subjects from private or publicly available
databases as well as offender/jail management systems.

° Import subjects from private or publicly available databases or offender/jail
management systems

* Easily and quickly add victims, perpetrators, and staff to the system

° Link subjects, add atfachments (pictures, biometric information) and relate them to
other subjects and events including important narratives

° Unlimited aliases per subject or organization
° Categorize subjects by people, staff, and organizations

e Unparalieled management of organizations and people linking them fto relevant
information across different subjects

Investigation: Case and Evidence Management
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B A A FabDEa13 L1 Wi 23| v e

If a user other than the creator or assigned attempts to access the event, they are asked fo
indicate their intended purpose, which will be recorded and reported in the dissemination
log for the event. The dissemination log ensures accountability by reporting who accessed
the event, when the event was accessed and what actions were taken while the user
accessed the event.

Investigators may also filter their caseload by cases they created, cases that have been
assigned to them, or all cases. The status of events is presented in an intuitive color
coded manner providing an immediate visual indication of events that are becoming or are
past due. This simple tool helps supervisors and investigators ensure that wherever
possible, cases are investigated and closed within the timelines established by the

agency.

Reporting

PREA Pro offers an array of predefined and ad-hoc system reports. Authorized users have
access to reports that display relevant information related to PREA events. Not only do the
reports display events agency-wide, but the Drill Down Reporting™ fool also enables the
user to view events by region, district, zone and facility. They can even drill down into
activity at specific buildings and housing units. PREA events can also be viewed by code

type and by date.

Investigators appreciate the ability to view reports that are sorted by status, findings, and
contributing agency. Administrators can view investigations by duration, as well as
reporting based on the system journal of actions taken by each user while in the system.

Advanced reporting empowers users to generate reporting that presents exactly the data
they need, in precisely the way they want fo see it. Even the most novice of users can
create reports that include custom charting. The process is quick and easy and the report
criteria can be saved so the report can be processed again without having to re-input the

criteria.
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(24)

Each user has the ability (at the discretion of the administrator) to generate their own
report dashboard. They can choose what reports are presented within the dashboard and
the order and sequence in which the reports appear. The user can drill down through the
reports in real time to get the most recent data from the system

Administration

With the ability to create unlimited users
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The system controls the purging of events,
ensuring that no critical data is accidentally
or maliciously deleted from the system.
This is further controlled through a Roles
Based Access Control (RBAC) system.
Administrators can control access on a
need to know basis and limit users’ abilities
to prohibit editing, viewing, printing,
exporting or grant no access at all.
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Most important, PREA Pro has the systems in place to ensure accountability by users.
Each access to events requires a purpose, and every action by the user is catalogued and
monitored for future reporting. Administrators have the ability to view every action taken
by the user, regardless of their role(s).

Location of called cell phones

Through a partnership with LOCAID and utilizing a combination of carrier network-based
location and GPS, the LOCAID Exchange Gateway™ can access the consumer location
regardless of carrier or cellular device type. These Location Based Services are currently
supported by all US & Canadian based cellular Carriers.

The capability is straightforward. In conjunction with the call delivery to the cellular
device, the consumer will be prompted to allow the carrier to utilize their location (Opt In)
or the call delivery greeting will be enhanced, based on carrier specifications, to notify the
consumer that acceptance of this call will allow the carrier to identify their location and
demand positive acceptance to proceed.
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Once positive acceptance is granted by the consumer and captured by the platform, the call is
connected and the latitude/longitude coordinates are passed to the CenturyLink centralized
platform and stored in the database.

Through the LOCAID Gateway and operational process, CenturyLink can establish a “Geo
Fence” perimeter around each facility and generate notifications or alerts to investigators
when an inmate call is accepted within the designated Geo Fence perimeter.

CenturyLink would work with NDOC to implement this service so it would not impact
operational efficiency or revenue generation while at the same time delivering the most

valuable security information.
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3.10 ITS INMATE IDENTIFICATION NUMBER (ID) APPLICATION
3.10.1 The vendor will establish an inmate account on the ITS that includes:

3.10.1.1 The NDOC inmate ID number will be contained within the ITS
inmate ID account number.

3.10.1.2 NDOC inmate ID numbers are generated by Nevada Offender
Tracking Information System (NOTIS) at intake and will be
provided to the ITS daily.

3.10.1.3 The ITS will provide the inmate the ability to choose a minimum of
a four (4) digit password for logging into the I'TS. The vendor will
describe the procedures to implement and reset an inmate’s
password.

£ CenturyLink has read, understands and will comply.

As the incumbent ITS provider, CenturyLink is well-aquainted with NDOC’s inmate ID and
password parameters; we will continue to interface with NOTIS to automate transfer of this data
to the ITS which will eliminate manual entry.

Resetting a password is simple. Individuals authorized to change inmate passwords will have a
button labeled “Edit Pin/Passcode” on the Inmate Profile Screen. Clicking on this button will
bring up a dialog box to change the password (passcode).

Create new Pin/Passcode for Inmate: 048304 ]

Current Passcode: |494[] | Current Pin: |0483044940 ]

New Passcode: | | NewPin: | |

[ Generate ][ Cancl | 'Sa i

Change Password Dialog Screen

3.10.2 Authorized NDOC staff will have authority to modify or review any privileges or
restrictions pertaining to an inmate. Level of authority should be password/user
account/password-based.

£% CenturyLink has read, understands and will comply.

As previously discussed in Subsection 3.4.2, authority to perform the various functions of the
System are based on a user account and password. The functions to which a user has access
are assigned by the NDOC Site Administrator.
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Any staff member with the appropriate authority can modify privileges and restrictions to any
inmate within the NDOC system. The following screen is an example that illustrates the process
to restrict an inmate’s calling privileges:

Status Location
Aclive v, |
Active
Dany
Released || | High Profile; [] [

Inactive .

e I I
| EdiPin/Passcode Pin Reset []
Recorded Name: ,Flé\ | Ei:v;e

Class: l Normal v | Billing ID: : _
Rate Group: | Default +| Tracking Group: [ No v

Restrict:l[] Calls Every |0 IDay v@ -

VY Status: undefined

B e s 5SS e aa s =

Inmate Call Restriction

3.10.3 The ITS inmate ID number application will work with the ITS using all the features and
functionalities described herein. No calls will be made without an IT'S inmate ID number.

éX? CenturyLink has read, understands and will comply.

3.10.4 The ITS will have the capability to provide collect, debit and pre-paid station-to-station
calling utilizing an ITS inmate ID number.

7
ke

CenturyLink has read, understands and will comply.

3.10.5 The ITS must allow each ITS inmate ID number to have a “class of service” assigned.
An adjustable default setting shall be provided. Setting will apply to all calls unless
modified for a special ID. For example, each ITS inmate ID number will have the
maximum duration of each call, etc. The proposed ITS must provide call restrictions by
ITS inmate ID number and provide the following restrictions at a minimum:

3.10.5.1 Location: Inmates can only make calls from the location designated
by NOTIS.
3.10.5.2 Placing of Calls: Inmates can be either approved or not approved to

make telephone calls by ITS inmate ID number.

3.10.5.3 Use of Specific Telephones: Inmates, via the ITS inmate ID
number, will be restricted to a specific telephone or group of

Page 83 of 175



State of Nevada - Purchasing Division
Inmate Telephone Services — RFP# 3073
Due Date: March 28, 2014

telephones, at the authorized NDOC staff’s option; (i.e.: unit, wing,

etc.).

3.10.5.4 Duration of Call: Limit the duration of the call by facility, by
individual, and by type of call, (local, Interlata, etc.).

3.10.5.5 Time of day calling.

3.10.5.6 Any combination of the above.

3.10.5.7 Once an inmate is released, the ITS inmate ID number and password

will be deactivated.

Vs

% CenturyLink has read, understands and will comply.

Inmates can be given customized calling privileges and restrictions according to a variety of
criteria based on their inmate PIN. Inmates calling privileges can be customized in the following
ways:

e Restricting calling to specific facilities or from individual phones or groups of phones

e Restricting the number of calls an inmate can place in a specific timeframe (days, weeks,
months)

e Restricting calling to a specific set of phone numbers (i.e., PAN lists)

e Restricting the number of free calls an inmate can make

e And more!

As shown in the screen below, more specific restrictions can be set from the Inmate Account
Profile. Once the Status of the inmate account is changed to “Restricted” in the Inmate Account
Profile, authorized users may customize calling restrictions; note the “Restrict _ Calls
Every  (Day/Week/Month),” and “Free Calls Allowed” fields below.

Status Location Last Name First Name Middle Name
[Awve 9| | | | I ]
DAl e i _ ALERTS: 5 |
P[] High Profile: O L Email Addresses): |
ID: [333333 | Passcade: | | [ Pager Number(s): I l@
] Monitar Numher(s):l ]@
Recorded Name: P(_E-;-:«" Ersse [J Payment Email(s): l l@
Class: [ Normal | Billing 1D: [ | O General @ [ cwV Failures Only @

Rate Group: [ Defauli v] Tracking Group: Max PANs Allowed: Defaull: 20 PANs enabled (162

Restrict: |0 Calls Every [0 Day v@ Free Calls: Allowed Remaining: Disabled [ Last Reset: @
: ¢ i - [ Blocked ;. Voice |d: | Enabled ;v | Status: undefined

VWV Status: undefined CRHTISEE, @

Dollars per day: default; $10.00 Threshold |:defauh: 0.03

[ Cancel Changes H Save Changss ]

Inmate Account Profile

To block calls only from a specific inmate to a particular number add the number to that inmate’s
PAN (Personal Allowed Number List) and select the check box in the “Block” column as shown
below.
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PANs (Personal Allowed/Blocked Numbers)

Inmate ID: B70414 GREGORY SMITH
{3 digit soeed dials must start with a ‘" for PANS) -
gfﬁ i .!"_g;'id' tams | Relstionship Dascrpilon [Block [musa| R | SR “ﬁg;ﬁ.ﬂ g:{::;il*ﬂ
1 |[13123018014 [ || mGATORS. DEBRA __||[FRIEND ]“CH]CAGO [ {n] 1 [ ||0dr20r2010 | ent B
2 |[1-440-7870357 Jda || }{[sMITH, TYRONE |j|BROTHER ||[ i} 1 |[a ]|04r20/2010] enf ]
3 [[1773:261-1704 ] || [, oc li[UNCLE Ii[CHICAGO, L] 1 |[A ~jazozotolent |[+][] |
4 |[1-773-265-1315 [# L__JIIHALL.TIMIKO II[WIFE ][I o | 1 | ~]|earzozotofent  |[+] -] i
§ |[1773276-5025 g I___]i[HARMON, LANKETTE IlISPOUSE ”ICH[CAGO, L o | 3 [ eszmotofenr |F) [ |

Edit PAN- Add Inmate-Specific Call Block

Location and Use of Specific Telephones

Each individual inmate’s PIN is linked to their unique set of calling privileges which include the
ability to place calls only from a specific facility and their assigned station groups (their housing
unit, common areas etc.) Location can be edited in the Inmate Profile or a direct interface with the
JMS. Restrictions to specific phones can be edited by authorized users at any time by selecting
the Station Groups option on the Inmate Account page.

Allowed Station Groups for Inmate

Inmate 10: 072320 RODNEY CLARK
| Save Changes l Back tg Inmate Editor
4§tﬁticn Group Name Allowed For Inmate’
All Stations [ Allow
APACHE A [1Allow
APACHE B Allow
AFACHE C CIAllow
APACHE D [Vl Allow
NAVAJO A [TAllow
NAVAIO B [T Allow
NAVAJO C [ Alow
COCOFA A [T Allow
COCOPAB CAllow

Inmate Phone Restriction Screen
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Placing of Calls
Inmates can be approved or not approved to make phone calls. This call restriction is defined

under the inmate’s PIN. Restrictions may be customized in many ways. The ITS supports the
suspension of inmate calling privileges by PIN. Authorized personnel may enter a timeframe (i.e.
24 hours) or a specific date/time when the suspension is to end. At that point, the suspended
inmate may only call legal counsel until the suspension period ends. When the suspension is
over, calling privileges are automatically restored by the system.

Suspensions
Inmate ID: 3278378  ICS TEST

o Sae T EndorDupien 0

Datefasap | @ End] . JE [ create |
O Duration:

QFull (no calls)

2 Standard {Allow calls to Global Numbers with ‘privileged’ checked)

Note/comment: I I

(current and future suspensions are red, historical suspensions are white)

user ]| date created  [Stan date/fime || end dote/fime [ durlny [ "tvee [ Disabled |iotes
thearn |04/27/2010 17:26 IDA/ZB/ZIMD 17:24 (0442972010 12:00 |1B hours 35 minutes [Standard | Disable ] test

Suspend Inmate Calling Privileges

There are two categories of Suspension. Full means the inmate will not be allowed to place any
calls, including calls to attorneys or free numbers. Standard is the default setting and allows the
inmate to place calls only to atforneys or numbers that are identified as privileged numbers. The
user can click the Notes/Comments tab and add any needed information, then click Create
Suspension. To make a Suspension active, click Save Changes.

Personal Allowed Number list

While currently not in use at NDOC, inmates can be restricted to calling only specific numbers
using the Personal Allowed Number list feature. The proposed ITS system may be configured to
require a list of Personal Allowed Numbers or PANs. This is a list of defined telephone numbers
that each inmate is permitted to call. Each time the NDOC activates the PAN feature for an inmate,
you can select a maximum number of PANs to allow on an inmate’s list. If you leave the field
blank the default value is 20, but there is no practical limit to the number of PANs that may be
assigned.
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Status Location Last Name First Name Middle Name i
T : R [ I |
e uiuga s " s ]
P23 | 00 Email Addressfes):| B | @
ID: Passcude: [ Pager Number{s) | ! @
Recorded Name: @ 3 Monitor N i) I J .@J

Class: | Normal ~|Billing ID: D) General &3 |

ot b, o
Restrict: DCalls EVEWD ~—-—— "~ Max PANs Allowed: Default: 20 PANs enabled [] @ 'I
Free Calls: Allowed [0 Remairing: [0 Disabled ' LastReset:one | @&

[ Cancel Changes ” Save Changes ]

Click here to skip down to: Motes ~ Suspensions  Station Groups ~ PANs

Inmate Profile Screen —~ PANs Allowed

Duration of Call

The ITS is configured with a master call duration setting, which can be programmed with each
facility’s maximum duration time. In addition, the system rate files include call duration override
settings for situations that require duration changes for local calls or specific destination
numbers.

Number: &8 Speed Dial: Name:
12107100235 || | |
Description:
[All Sites v ] [ Add Site | [ |
Call Type: [ ] ] Email Alert(s):
[JPage Alert(s):
[IMonitor Alert{s):

[1 General Alert: @

Dial pattern: ! |@ Rate File:[::::l

[T1Hide Recording@ [Hide CDRS@
Max Duration (rﬁinutes): I:' [ Ignore DTMF @ Digits: D’ﬁme frame {secs): D
Default is 15 [ Ignore Silence @Seconds:

Notes:l l
[Delete” Cancel Changes J[ Save Changes ]

Global Number Edit - Override Global Duration Limit for Specific Number

When a call has reached the “one minute remaining” status on the duration limit, the system will
prompt the parties with a voice message that states “You have one minute remaining for this
call.” At the end of the call duration, the system informs both parties that their time has elapsed
and the call is terminated.

Time of Day Calling

The ITS’s Phone Scheduler feature lets you pre-set any on/off times for the phones that you
choose. The ITS can accommodate different schedules for days of the week, dates of the month
and year, etc. Hours can be set as follows:
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e By phone or group of phones (booking area, living units, infirmary, recreation, etc. may
each have unique operating hours.)

e o © o

For all phones in the facility

Unique hours for defined holidays

Unique hours by day of week

Unique hours for specified called numbers

The Phone Schedule option under Site Administration on control bar (top of diagram below)
allows authorized users to set Schedules for individual phones or groups of phones.

Weekly Phone Schedule

Groupnanie|Bay, _____ Schedule _ Edit

Default@ Mon [{0:00-24:00 [ on all day || off all day

Defact  [Tue [0:00-24:00 NConaltday ][ offall day

Default Wed|0:00-24:00 on all day

oo ooz

Default Sat [0:00-24:00 on all day

Default Hol Mﬁ—""—lmﬁmﬁan day ][ regular sevice ]

[ Save Changes ][ Cancel Changes ]

Inmate Status

Phone Schedule - program service times for phones or groups

The system can be configured to create the PINs at time of booking and eliminated at time of
discharge. Once the inmate is released, the Inmate ID will be set to an inactive status. In addition,
the system supports the retention of specific inmate PINs where the inmate is incarcerated in
absentia due to, for example, trial or hospitalization at a separate location. The Inmate ID function
reflects the status of the inmate, whether released, transferred, active, etc. based on the status in

the booking system
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Inmate Glabal tonitor Pianes | Call fifa Repors Topls Lagout &
Nunibers J

rlnmate!d (type ame o Eugg st

00016020

b Ly o B = By A bt (s - =

Status Location Last Name First Name Middle Name
Released ~ | smith aaron ray
[Z=E = NN s S e & S|
[7] Email Address{es): iz
PIN: (000160205392 e ——— e
[ Pager Number{s) (5]
ID: {00016020 Passcode: 5392 g e e —— lf_i
[ Monitor Number(s):
| Edlth/Passcode = e = =
[ Payment Email(s). 2]

[ cv Failures Only. @@®
------------- B @
Restrict DCalIS EVEWID Day _"_| a Max PANs Allowed: Default 20 PANs enabled [7]
Free Calls: Allowed DRemalnlng DDlsabled [ Last Reset [none J @
VV Status: Voicald: Enabled  ~ Status: Not Trained

Threshold " defautt 0.042

Cancel Changes |

[ General

‘Save Changes |

Inmate Status in the Inmate Profile screen

3.10.6 The ITS will interface with the NDOC NOTIS system to ensure the NDOC inmate ID will
be automatically transferred to the ITS.

%X‘é CenturyLink has read, understands and will comply.

As the incumbent, CenturyLink has been successfully interfacing with NOTIS for several years.
3.10.7 The ITS inmate ID numbers will be accessible to authorized NDOC staff.

i;f:‘;’: CenturyLink has read, understands and will comply.
The inmate ID number is always available to NDOC. The following screen shows the Inmate
Profile Screen and the various fields displayed, the fields labeled “3” is where the inmate PIN, ID,
and passcode will be found. The ID field is the inmate ID, the PIN and password fields are the
personal identification number and password used for inmate calling.
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s Location % Last Name First Name Middle Name
e e ~ [cLarke HMICHAEL Il |

Site: [Discharge e ——— ZUEE -
I Emall Address(es).| _1®

°PIN: 0563062622 il LIROOLY ) b ger Numbergey: | | @
ID: [058308 Passcode 2822 T Monitor Number(s):| |@
I ®

pled N Erase w [ General fE»

Class 3 _f Blllmg 1D; 4866

Rate Group |Defauit v Trac:king Gruup INo v|
Resirlct:

Z “Aiawet I - :.1- -h Il _=___ A ;.‘
JiRestil & Commissary: [ Blocked v | 2 Voice ld: Status: Enralled
VV Status: Enmolled ollars per day: efaul: $10.00 Thresholg l:jdefault 0.03 m ﬁo
: o

[ Cancel Changes H Seve Changes ]

High Profile: [J

Inmate ID, Personal Identification
Number {PIN), and Passcode

°Inmate phone °User alerts defined
billing information for inmate

Inmate's commissary olnmate Voice Verification feature
account information

T T N B R o L = . .3 == = e o

Inmate Profile Screen

3.10.8 The vendor’s ITS will document any changes to an individual ITS inmate ID number.

AL

£.& CenturyLink has read, understands and will comply.

The ITS logs all updates, modifications and/or details for a PIN in the Inmate Profile (i.e.: user
name, modification made, time/date stamp, etc.), allowing facility personnel to view changes and
run reports on this information. These reports can help users keep track of their own activity and
allow authorized system administrators to track any changes or updates fo inmate PINs,
providing complete and verifiable records.

All changes are automatically logged under the Inmate Notes heading on the Inmate Profile. The
system automatically logs the User ID who performed the change, the date and time the change
was made, and what kind of change was made, as shown in the screen below.
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